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Special Interest Groups)
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2.2.2 maujunsuanszezlna (Teleworking)
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3.1.2 Fanmuauaziioulyvainnsdneeu (Terms and conditions of employment)
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NUIAN 4 NITUSNI5INNITAUNSNE (Asset Management)

4.1 MsAMUSURAYBURBAUNSNE (Responsibility for Assets)
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4.2.3 N153AN158UNSNE (Handling of Asset)
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Tmhlelsilanising 4 lunsldnuauanusuiu suvisadevlfoadmsu nsenidnansmsld
o 1wy dleaeenty vieidlewAsusiuntsnunisluuisne Wudu Tae UfTRmATUSTRY
FoemImuAuMIEaa (Access Controllaggldesudadldsunsnuniu uaz fansaneusifniy

JURDUVDIUSEN BYILATIASA
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5.2.2 msdansausnsidndsvasiléarn (User Access Provisioning)
1) nsdamsavimaiideeslda deatmualiiisnslunisuimsdamsansnisdnde fansli
Avduaznisnonneudns desflszleuiBnmsimunlidmiugldnunnussiom
5.2.3 MSUSWISIANTIaNs AusEaUAMSNsid1de (Management of Privileged Access Right)
1) Fostmundvsvesldnulumadnfessuuasaumawiarsruu saiadmundvsuensy windi

v a

SURAYRUALE

) gldanusasldiunmsnsiafigaudinuynaiaievitn1s Log-on iWgssuvansaune

Y U q

o/

5.2.4 N15UTN153AN159 0y AR MUAUAIMTUN1TN AU A AUV 1991 (Management of Secret
Authentication Information of User)

1) fosinszurumsinns msdeweudeyaifiofgaudmmosliudadunudu wagmaiuinm

Foyannuduresies midweuteyanisfigatisauesilinudaiudoyady
5.2.5 manuniudvsluniadifeszuuvasdléeu (Review of User Access Rights)

1) Fosnumudnilunadidessvuarsaumanuszezinand muuald auuiuaeudiomalulad
ansaumAnTUFURNU L3 enavuvuans maidfevesldanu (Review of User Access Rights
Procedure)

5.2.6 NM50BUWIEN15SANNSANEN51E1ES (Removal or Adjustment of Access Rights)

1) a8 nndnfeveaminaulazgnitsesmilsnunieuendeasaumaALazgUnsalUszanana
asaunadasldsunsnanneuiieduanmsdienu vuadygn viedugatennanising uazdos
Isunisusuussligniiosesnsasiniame

2) Aomumudnilumsiinfsssuuasaumanuszoznati fuuald amusunuiomalulad
asaumAnsUfTRNUS 0snsnunuans nmsidinievesildaru (Review of User Access Rights

Procedure)

5.3 niAMNFURRYaUVaIRlde1l (User responsivities)

o ¢ A g vegy = v a o v = a ¢ o
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ulaung

& & v o

5.3.1 nslddayanisiigaddtnudaludayadu (Use of Secret Authentication Information)

v

a

) msldanunaniiuinvdeyanisiigaudmuvesldanu desduiunsnuuleuieniels Ujifves

Y

aadnsdmsunsidnudeyangidnuialudeyadu wu

2 o £y = v v a v d'
- 1iusnw Username uag Password Aadidupnuduinudameliyanadunsiu
- vianidesmsiiuiuiindeyanisnsinaeuaudu VuwiamsaiuliegsUaensdelduas

- Wieldsudeya Password duludeya Default masiimsuluriuiidedildnussuunsausn

54N15AUANNITLY 10958 UU (System and Application Access
Control)

ulaung

a

Y ¢ Y] v = M Yo
nguszasd: detosiunsidideszuulagliladsuayad

£

5.4.1 N1537NAN1SLINDeENTaUINA (Information Access Restriction)

2

1) seainsmuaumsldnuasaumalussuuansauna loun Muuadnslunisldem wu Weu e au

o—S

al Li‘;Juéfu Avuanguvesldiansaldanuld asaaeuharsaumaioygnlily auduiiamneg

¥ aa a

2) Ummsﬂ%ammﬁwam'ﬁL%ﬂﬁﬁwuaﬁaumﬂimzﬁuﬁLﬁw WU Root #58 Administrator faalasu
n1snrsaveuneliunfldnuaiuanudnduwasdnisivuassesiaailunisdiae eg1a
winzaufun sty

3) yanan BN FoslansmnBugenUftRnuulsuefumsnvmiuiunmasafofiu welulad
ANsaUNALAZN15A0a75 (ICT Security Policy) 209U38EW* aghuasendn neudive Lasvauanln
Whtlassuuimalulagansaumeareusem

5.4.2 fupeuufshdmiunsidrgsruuiifianuiuaciaande (Secure log-on Procedure)

1) Fasmuanszuiunslunisidifszuuliianuiuaalaende nsdvualiszuulfias s

Tiusn1s vngldanuiuisiaruRanainiiy 5 Ase
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5.4.3 S¥UUUIWITIANTITIAENTIU (Password Management System)

1) AeednlniiseuunIaisn1slumInTIEeUAMAIMYBITIARIY Lazlign1sAruauquali Jldau
syUUUA Busiak 1uasEegaifiue vn 90 Ju auuleviganusiunsasnfoveaszuy
asaume

2) Houlumssasaruiiorudaondy il
- msfinrwenifinzan Ussana 8-14 characters lipnuiuluaudililduaflaildduiulua

ansomaldieauiull auulsuisnssiuasiasnievesszuuasaune
- AITMAUARIONETANNLAN (abed) AIonwsANWINE (ABCD) Aataw (1230 uavdaydnual (S#1?7)
deatrsmnuvanuanelifusianiuesan
- lailddoyadiudlunisdesianiiu wu Yude mineaalnsdwt luaudsdovesiueannedu
Foyaimnauamsaslietnainonie
- liesldararnudeaiu funndydeeulad
5.4.4 mMslElusunsueassauszlevil (Use of Privileged Utility Programs)

1) MslelusunsuessavszlomifiennazifinuinsnisauiunsUaonfovesszuy dosilng S1dauas

AuAuMsldeElnadn

o

2) Fosrmualiiinismuaunislilsunsugfaadmiuszuy wetleatunisidrdadasdladld fu
au e Lo

- feuldfovihnsigainuneu

Ssvinnsuenlusunsugfidhiosnainlusunsussuuey

- iamsldaulusunsugidnlianizgnlasuneununeudnriniy

[
aa

- liduiinswandenmsidildaulusunsugian wu dldnuszuy Wusiu
5.4.5 M3nuauMsiintsrasalAndmTuseu (Access Control to Program Source Code)
1) fimunszuvasauaiesdnliiinmsnugunadiiis Source Code vasszuuiilinuais violiims
iy
- laima31fiu Source Code Tluipdosfildsmuauazioaiiu Source Code iluiifivannse

- figlalkAiu Source Code Magluseninsinnswaasusaulifiu Source Code MldulaTsawe
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WuIA9l 6 n1sitsiadaya (Cryptography)

6.1 NM3nmuAN1IAIUANNISinsiadaya (Cryptographic controls)

guszasd: welilimsdsiadeyasgrumnsaunazlang wagiiiedoinisaudu nsUasunlas vse

AUYNADIVDIANTAUNA

ulguny
6.1.1 wlsurenslduinsnisidrsiiadaya (Policy on the Use of Cryptographic Controls)
1) U3tnn fuleurgnisaiuaunisidisiadena mutennas ngvune wazszidoud tAeades anw
ulsnemusiunsUaensdevesyuuasauma
6.1.2 msusmsdanisnayualunisidrsiadoya (Key Management)
) Wlevignistda mstesiu warergnisidanureanyuadedinisdnviuazsujiRnunaon 19357330
yosnaua TngesAnsinisimunsinsnislumsifiv Key fidudeyaduveausas yana muuleute

AN UAIUABANYVBITLUUAITRULNA

RUIAN 7 AMUNUAIUADANENIIATUNIEAINLAZTILINADUVDIDIANT

(Physical and Environmental Security

7.1 USaundaelinnssnenalnulunslasnne (Secure Areas)

A ¥ '
o A A

nguszasa: dedunasgiulunmssnwenuduaivasnsoniinenmiieafvaauidaduniduey wui

Tuvesszuumaluladansauma aasnaugunsaineuinmes teyauazasaumadadudunsng uiene

ulauie
7.1.1 mstviusituiisiunslasnde (Physical Security Perimeter)
1) wienuardeadnisduun wayfvuaiuilunsldaussvumaluladarsaumeasigeg ogas
wanzay Wegnuszasdlunsiiseds mun wazsnwianusiuasasnfoangdilildsu syaan

swidestuanudemedu) Nerafntuls Welimsfivuaiuiwdiliiinisaivan nsidheen
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2) MNENUAZABITIUN ATNUA WazWUIUSIA “Nunlduszuumalulagaisauma (Information
System Workspaces)” $2U7199 A7 LA URSLARIFILAUS wazsdavosnun ey ssuumalulad
ansauna kazUsenalinsunaiy (miieauaisseylidanuininuildou ssuunalulad

v
a A

avsaumauszanlatns uagiiuiildanussuumaluladansaumdlafionadwun lfunnda 1
Uszian)
3) migaudostmuansindsgunsaissuumaluladasaumaly “Auildeuszou malulad
asauna” Taenadesiuvneminazarmddyuesteyaviemsaumaiifloglusyuy
) shawealuladansauna Assguasnwianimuingeslunsinuaiiougua thuveswmu
7.1.2 msmuqunm,%"laan (Physical Entry Controls)

whsuiiieItesiun1suImsdnmsainswaraniui fesdnlidinisemuaunisitieenty usiiu

a

“Nunldauszuumalulagansaume” Wnglvudeenldianiy “@wtil 18 @nawinie wasiluumnajus

flail

1) Fossmun “Wwihil” Adavdkiudioon wardrsnaiifanilunisiudioonly usay “Audild
Nuszvunalulagansauneg” agadaiay

2) “Wnniifl agldFuansliidreenanmuiivhaulfanmsuinuiuifgniaundield lunisia
iy

3) winfiyaaaduladilally “dwehidhemeluladasaume” voiduilnefldveanslumadifiui
ful ity msdrmih mhsnudmseseumanakazausdu neufivweunn ielleugaly
i funstanem ﬁaﬁqﬂﬂa%é’aqLLamﬁ’mﬂizﬁi’ﬁwimwu viotnsUszdmaduil suns
oonl¥ Tnsmirsauidwesiuiidessiuiinyanauarnisveidieentflundngiu (helu nadi
ougw warldoyneliidiiud) uasdosinistiufindeyanisidoenviosroufiunosusine (Data
Center) vasyanantsuonnass wiouisdnfiutiufindandrliegsos 17

1) yaransuendaaitnsuantnsUszindivesnuioonlilagnitsnuvesds fegraru Uns
Uszmnau Tudud wiavesn man fulinsfinfnsovesmhesy neuldsuaynwliddiud

5) Wntdiiddnaus waryarameusndesiintasdimig vietnsdufnsonaenati oglufiud
dtinau vall dsUssduartnsiuniesie lieugnelileunssudvsviionduduiu 1

6) Wimthiiddnau dedlilavssgdiinauiisld wiedusenliuanaduiamuidiniely Auf
dnenlaeidnun uuiyaraduiuamnsouansdnsusssiniednsufneld e Hunis
Jostunmadnivituiia dhow uazituiimuauauiunsUaendelneyaeaiilalésy eyge

7 fldsudoudadmihisnuwanuuaeadeiud Wowuiuyanawanivideyanadilsl wvudng
FwihiivFetmsdinfnseluiuiidingu
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8) Wwihidninau msiany puaugua uazlimuuzihifiunAndediununasananily sdnse
duagluftufiditineu
7.1.3 nMs$neanuiunsUasadedineu feeineu wasaiesdionis 9 (Securing Offices,Rooms
and Facilities)

¥

1) JUSHITIEUUUIUNS AN UAIUABANUETAUWA HBI9A IUININISIINISSNYIANUIUAIUaDR e

e

b

au9 Wiudninau vesinauuag 1asedlon 19 1y 1AT0IRBNIIWEsToSsUUNTAUA A

2

Aeslddsegluuinauiinisiug senvesyaaaludiuuun dinnuvsenesassies Lufide

| v @

vise drydnwal Mvsvenfamsiiszuy drdgyegmeluaniuiidienan Ussg nihviwesdinem vie
osrodldnauaiane Weldiauey dostuaioddnsasuieinissdoionarsuenanunainuiimd
Fosinmsnweuiunsaonsty 1Wudy

2) Wmihiimsmsnasuarsiuasaensvesiiuiivinuresmudulsedmniundadnau ol
suladdion dlonans Ausn uazgunsaling q 18SunnsTnden aghamneay uaznyuagn iy
SnwliedeUasndie

3) doya dotuiin Yan wargunsnifdnitudoyadusiodligniislilnedwsuulfisvineu Tues Ussa
violugilillddonnqualasifiava

[

4) Yoya detuiin Yan wargunsaifidaiudoyadudediigniisadudaueslaglildsummhane egns

:
Winel
5) Wwmithiieshifusenlviglavnisiad eugreind esrenfinmesuiodetuiinteyaseanain fiud
yawvesnulasidarie uudyaeafdududmiddldsvougnlididunms wasdums
Fifunsiisiddsegagnisnemins iy
7.1.4 miﬂmﬁ'uﬁslﬂﬂmumnmﬂuaﬂLLaz?ilxiLL'm583151.! ¢ (Protecting against External and

Environmental Threats)
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1) mhonudosiinstesiuainnsiaisvessssunivieaufionaazifadu dadussanaiy a1n
meuendoafimawsumsdestumgfienaiiniu
7.1.5 mauftReuluiudiiuasaands (Working in Secure Areas)
1) wanthassusagmiiesu fesdinsmugunsufsinurestsnuneuenlutinm fufinue
oun nslieugnelsidnenmuiedmeluuiianiu Wudy
2) nihgnudeslitheussmadeniny “vhudineulasusugin” “dudrienmuiaisle” way “iy

guuvs” Ushamgluiunniuaunsug e
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7.1.6 msﬁmuwﬁuﬁﬁm%’uqﬂﬂamauani%’%’udﬂ?iwm (Delivery and Loading Areas)

1) mihsaudasinsddaiuiiniadrdwesyananisuaniionadrulufuild madulld as
LLU'@LLaﬂﬁuﬁﬁL?{m%’mﬁ’umsﬁwmaaﬂmﬂﬁuﬁﬁqﬂﬂamsuam%’mﬂ@f WU USnauiuuas Iadd
Audnazdadliegluiul 1 yaranisuenidfald

2) Wwhilwagmihfiveamhesunieuen (Third Party) dosiatnsusddnasnan vazUFos
wihfluudna dnny wesmndlemuiuilifatnsussinie unihiiesfouds ¥mihd

SnwauUasaislneiud

7.2 audunsuasndevesgunsal (Equipment)

[

wguszasa: ielesiunsldgunsalreniiumeslaalildsueun e uasiiieliiulalaingunsalreuiamasia
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1M3te3A U1 UNEINDIINAUTITUYIA NITIATNTIN WAZAMENIB DU

ulgung
7.2.1 ﬂ'l‘;{)'ﬂél"aLLazmsﬂaﬁﬁ'uqﬂﬂiﬂj (Equipment Setting and Protection)
1) dremeluladansauna fosinsursesiolilugauiivivasnds suvdinisiosiuseviosunsied
oAndufugUnsaimanty
7.2.2 mM3quagunIniange (Supporting Utilities)
1) drowaluladarsauna dosnnualiiiszuunszualingr9ee 1y 19 Uninterruptible Power
Supply (UPS) 1lusiu
2) fhemaluladansaune desimsasanaeusyuuliindises eghatestas 1 ads auunueuiie
weluladansauwnd 1304 Server wazszuu Network vasuisvninauldnasnial waysneauna
nsmsraaeuliiy fudmsszuuuimsmnusiunsasafoasaumea Sunsm
7.2.3 maduaeluazanaiaila (Cabling Security)

1) desmuualidnistdesiunisiiuasluiln vsearewadadnuiniglueinsdtingiu

v
(Y [

2) vinundnisumelnivseasadadiunniglueimsdidnam uazlin1sfiedsdin ae deq

doalinaeanauardrianisdildeuldamsidmtinieunaanfidnsiviniu
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7.2.4 nsquasnegunsal (Equipment Maintenance)

1) drewmalulagansauna desivualiinisauauarUisesnwigunsalegugndeuazasiiate 1

v Yl 1 o 1 L4 IS gj < ¥
QG’]IVI?,Jﬂ’]'ﬁsUEliJU’]'tiE]EJNUE]EJUag 1 A%9 Lunu

7.2.5 mMsu1dunswdvasesnnsasnuandinaiu (Removal of Asset)

1) gunsalansaumansevendus dedlisinisieenuendinauy laglildsveygin vindl Ay
UszasAazthoanaindrinanulaedesuianu (uleuiswaveaile jufaudgmaluladasaune
IT-MNT-0001)

7.2.6 msdasiugunsaluazdunindansaumanldauaguaniienu (Security of Equipment

and asset Off-Premises)

1) vihsnudeanmualrinisdesduduninduazaunsalveamuisnu Wy wIssmeuiiames i

t%

Insdwiidede udu Wegnilldnuuenmiteau asdes funuszifeulunisldem n1s du-

=
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7.2.7 Msdan1sgunsalnzansiigunsainduunldlva (Secure Disposal or Re-use of Equipment)

1) wihesnudesiualiiasmslunisnsisaeugunsai@slideyadidayiuld wu ensauas gevsduas

Judiu sl iedestunssilvaviomsUnmedeyadinannouigunsalliuandie

1 v

7.2.8 ms{]mﬁ’uaﬂnszﬁ%mcﬁ%mumu figaua (Unattended User Equipment)

Y
=

sﬂmmummﬂmﬂulﬂwﬁl RG] wmaﬂmm SEUUENTAUNA SLUUABNAILADIWALITZUU LATDUNY

Plaiidaua
Y Y

7.2.9 nsnuaumsliivaunindasaumaiiddylfluilivaaade (Clear Desk and Clear

Screen Policy)

1) Wwthidesimuansrmunuionas Teya viedesney ilteyaddydafu vietuiin of Lol
Mensliuilfsvhaunieluanuilivaenselunzlilfinuldou saeasunsnuay uihee

AouLweT (Desktop) Lillvisitayadidsy Usngluvaelulaldem
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NUINN 8 ﬂ?ﬂﬂﬂﬂﬂﬁﬂa@ﬂﬂﬂﬁﬁﬁiﬂﬂ’ﬁﬂﬂL‘L!'U\‘l’]‘LI(Operatlon

Inguszasa: Welin1sujifnuivgunsaluszanaasaunadulusgsgnieuaziiniuduniUaensde

Security)

wlegule

8.1.1 msnmuatunaumsUjuneuliduatednualdnes (Document Operating Procedures)

1)

v o
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8.2 n1suaenuluswnsuliuseasnf (Protection from Malware)
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8.3 n13é1509¥aya (Backup)
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8.3.1 NM13d159902ya (Information Backup)
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8.4 nstuiindayadonuazn1siseds (Logging and Monitoring)
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8.4.1 mavuiindayamanisal (Event logging)
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8.5 N15AUAUNITA AR 1YW LIT UNTTUUT U3 N5 (Control of

Operation Software)
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8.5.1 MsAnmsrandwIsuuszUURUINNS (Installation of Software on Operational Systems)
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8.6 N15UINNTIANTTTBIIRINIaWmALA (Technical Vulnerability

Management)
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8.7 NNININTUINIINIAVEDUTTUUENTAUWNA (Information System

Audit Considerations)
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8.7.1 MIINUNUNITNTIVABUILUUANTAUNANINRUA (Information System Audit Controls)
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(Communications Security)
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9.1.1 N3AUANNISLENEATYE (Network Control)
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9.1.2 msanusluasasasedmiunislduinsiadatne (Security of Network Service)
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9.1.3 N1sdAuULATEY18A18TUEINUY (Segregation in Network)
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9.2 nsaelaudaya (Information Transfer)
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Procedures)
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2) winau yARa SeRANFDINMYIBNUBY NildufBud feansaunaves USENT deoe Inlvidinis
asunludygrsening “ 7 way “Nﬁﬁm'a” MagladldakeANUa U L84 U (Non-

Disclosure Agreement: NDA)
NN 10 AITIAN WAILT LATALATSUUETHEUNA (Systems
Acquisition, Development and Maintenance)

10.1 NMSAMRUAAINADINITANUAMUNUAIUAD ANBFINSUTTUUETAUNA

(Security Requirements of Information Systems)

wgUszasa: Wiebikulaindnisainaulasnduansaumaliiussuuansauna naonaasnMsiaul seuy

FITIUDIAIUADINITAUANUUADAN YR TAUNAN IAUS N THIULATBUIU AT TN

ulgune

10.1.1 AM1sAmuAANFaINMIEIuAMATuAUaaAie (Information Security Requirements Analysis
and

Specification)
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10.1.2 anuiiunsUasndsvasudnisansaumAuLLAS e IBas 3L (Securing application services on
public networks)
1) asaumaiiidesiunsuinsasaumaiinnsdaiiuaiovisaisisas dedldsunistesiy
wazmsae visiasuulasdeyalnglildsuayn
10.1.3 n1sUasiugsnssuvasuInsansaume (Protecting application services transactions)
1) asaumaiiigadosiussnssuvesuimsansaume dosldsunistestuainnsiudsteyadilyl
auysal msdseyainiduma mswdsuulasemulagliiléfueugn msiawedoyalag

Lilasu aygy1n Msdstoyadnlnelillasuayyn
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10.2 AMULUAIUAIANYEINSUNTZUIUNIS LUNISNRIUITEUU

(Security in Development and Support Processes)

TaqUszasaA: i ol ulaladndssuvarsaumainuiuniUasnis ATEUARNTII99INITNAIUITEUY

ansauwe (development lifecycle)

ulguly
10.2.1 WlewenrswaunszuuTifiaauiiuaslasnsie (Secure development policy)

1) desfimsfvuavdninasidmiumaiauigeniung wazdnsujinuuleuieviedormund
pafnIfMuATLIN 1wy mMaWaueedimsiilinuvasadelunndunsuvesmaiamn uay
fintiann (Developer) msdauanunsatunisvandsdlilusunsuiiiaunsanugaeind uay
Fos annsoudlodedlmiinganule

10.2.2 ﬂiz‘ll'?uﬂﬂﬂumiﬂ?UQNﬂ’]iLUgEJuLLUaQLLfﬁ‘U‘U‘e‘JWﬁLL?i‘ (System Change Control Procedures)
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asaumnaldanae vieluinsoguda
- deliuiludounangiisians

wa o

- fpsiimseudiRAmvelagienuna
- fosdinsmupmadrafssiiorafintundainiinmsudle
- ioudluadaudrdesiinsnaiuangising
- fonnuseaidunvesrinvel’ (usiu
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10.2.3 113032980 UYBNA W25 NF991nN151UF BuuUaeszUUUJUANS (Technical Review of
Applications After Operating Platform Changes)
1) WoszuuufoAansiinsudluvieidsuntas fitannssuvansaumaaziomsisaousaznaaoy
gorfwasene ldeuildfinansznudensvausazanutiunsaense
10.2.4 ﬂ’]iﬂ’J‘UQSJﬂ']‘JL‘UgEI‘IJLLiJasi“U'él\‘l‘U'éIWGi‘LL’J{ﬁ'ILgﬁlg‘d (Restrictions on Changes to Software
Packages)
1) dedimsldnuweniusdniagudesiinismuaumsivdsuntacsindisniy waznisiasuudag
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10.2.5 #8nN53AINTSUSTUUAIUANUSIUATUADASE (Secure system engineering principles)
) ieldiRnrutunsasnfonediuimnssussu fesdinisivustunduarednvaldnes Tng
fnsufuussegisdeiilor uaziinsuszondldfunuiamnszuy
10.2.6 aNNLIAGINVBINISTRAILISEULTIEAMUuATUaandY (Secure development environment)

v

1) fusmssruuuimInnuiuaclaendeansaumedadinsdavihvisedesiuaniadesilunsinamu
e Wianumnzauuazyasnds N9 MInmukasUsulTIssuumuiunaenwsil nueinis
WSy UL

10.2.7 M58199U89IUNNIUDANBNAIUITZUUIY (Outsourced Development)
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avanswendus Msldsruu msaseaouszu Tnvaviendoufndaldnuass 5788 Ms3uses
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10.2.8 MINAdURUANTLAIUABASBUBITEUY (System security testing)
) TUsunsumIosvuuTiwmunT uan msiinanaaouauaL TR 1unuiunasnste Tnedesiing
naaauagluYI9TEnIen s
10.2.9 MINAFDULRDIUTDITZUY (System acceptance testing)
1) finssariununisndeunseinaeifiiedonilofusesssuy Tnadealimsdnviadmiussuy

Tyl uagszuunUiuly
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2) fosinliinamlunseeususzuuIng seuuidndeldnunleanu Mienswensasaunadu «q nou
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IT-008 (AN UNARDUTLUV)

10.3 Yayadmiun1snagau (Test data)
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10.3.1 ns¥esiudayadwiuntsnasgau (Protection of Test Data)
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a [ v v Y A R
nuIAN 11 mwauwusnwﬁwusnﬁmﬂuaﬂ (Supplier

relationships)

L¥d /

11.1 A2144 Uﬂ\‘iﬂaaﬂﬂ BENSHULNANUAMUA NN US N UB LR USNI5A8UBN

Y

(Information

security in supplier relationships)

Inguszasa: Welviinnsdesiudunindvetesins niimsidrdideegliusnisneuen

ulguny
11.1.1 ulsvganuluaslasadeasaumadiuaaduiusiugliusnisniguen (Information
security

policy for supplier relationships)
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1) nrgnuIrdesivualiinsinidemnun viedyyriiudusenitmuls nuiugliuinig
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11.1.2 n1sssyauduasUasnigludannainisliuinisnieusn (Assessing security within supplier

agreements)

€

1) {USmsseuuuImsanuduaslaenduasaune esssyuwazInvidenivun Jennas neda

(% '

uiusEnIN mhenuiugiusnismeuen Mneitesiuanuiuaslasadedmsuaisauma

ol e

a wa

foaUjURnnais UTRnuulsvesasaileujunnuihemaluladaisauwme T-MNT-0001) ol

Y
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arwdndudodligliuimameueniy Whisasaumandogunssissinana asaumnaves

UiEe uagdeuaveygaliamnsadndsls flviuinsaeuendeslfoiniu (Lleursuazaio
UuRaudewmalulagansauma IT-MNT-0001)
11.1.3 vialgvasnisiuimsmaluladasaumanaznsdeasinedliuinisnieusn (information and
communication technology supply chain)
1) demnasiugliuinisnieuen dessmdinimdosnsiiesmsssyanudesduinainiog Tsveq
nslusmamaluladansaumanaznisdoans Tnogliuimsneuendesjifinmis Ujianu

(WleweuazailoufiRnudemaluladansaumne IT-MNT-0001)

11.2 N15UINITIANTINTIAUINSIaeE liusn1snneuen (Supplier

service delivery management)

nquszasa: Welniinssnulifeseduaiusiuasvasnds wagseuunmsivimanuinnasiuliludennas

nsliusnis vesliuinmisaneuen

ulgung
11.2.1 N15AAAINKATNUNINUTNITVRIK 11 UTN19018UuBN (Monitoring and review of Supplier

Services)
1) U3t Fesdnrhdennas Muundnsdmsu Usne Tlasasisdeuan mkandeunts ¥ 3uma
N30 59FDUNT TV UYDINUIYUNEUBN Imﬁmmwmﬂé’zy,igﬁm%aﬁ’m%’wwm NUIU
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11.2.2 A15USUITINNS msLﬂ?{auLmaw%mwm@ﬁu’%msmauan (Managing Changes to Supplier
Services)
1) mswdsuulasmeazdeamsliuinsvesmhenunieusn Afeadesiuuinmssu arsauna
y03u38N 9 ynade Feaduluam (ulsursuargilofuiuinemaluladansaume T-VNT-
0001)
2) maAsuulastenisliuimsvesgliuinisnsusniasisnsuiutssuleuts tuseuns UFUR
wazanmsnsileglutlogudesiinisuimsdnnis Tnedesnirsefumnudfyues ansaumea uay

NITUIUNMINNEININALIVWNRTUINEY wazAealimMInunIunsUsaiiu audesin

NI 12 N15UFHITIANSUANTITAIAIUANNTIUAIUADASY

g13duUmned (Information Security Incident Management)

12.1 M3UIMsIANIsUANIsalANduAIUARRfEaNTEUALASNITUTUUS

(Management of information security incidents and improvements)

Inguszasa: dieliwenisaliazyndeuiiiieitesiuanudunslasasiodessuuasaumevasussnlasunis
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Ailunsigneeslutieszezavingay

ulguny
12.1.1 nii ﬂfnuiuwwammuwmauﬂgum (Responsibilities and Procedures)
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12.1.2 msi'lm'mms;mmi‘ﬁLf“im%'mﬁ'umwfumﬂaamﬁa (Reporting Information Security Events)
) fldnufessrummmssifiisadesiumnuiuaasafovesusony Tnsrinugesmaseaud
fvualf war fuimsianisimmnisaifuanuiuasasadsasauma agdosinidunisogn
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dansanudsamgnisainisinumeluladansaume (T Risk Management Practice) (Ulgu7e
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12.1.3 msiwmuqma’auﬁ'Lﬁ'aqﬁ'aqﬁ'umwﬁjuﬂwaa any (Reporting Information Security
Weaknesses)
1) fuimsinnismansaliuanusiunsase foansauma desfuiinuazsisau nseuiitivades
fumnusiunsasnfovesuimy fdunmmurieinnruadelusyuy iseuimsildnueg
12.1.4 n1sUszifiunazdndulaneaniunisalarnuiiunsasnfeansaume (Assessment of and
decision on information security events)
1) anumssinnuiuasaendeasaunadesdimsussiuwazdesfinsdaduitaniunisal dufe
HumansaieasiuasUaendvasaunanelsl
12.1.5 m‘ma‘uaumle'awiqmiajﬂaﬂufuﬂﬂﬂaaﬂﬁﬂaﬁiGULwﬂ (Response to information security
incidents)
1) fuimsdansmamsnifuanutunsasedoarsaunea fasdinstmuadunoulisesiunsdiin
wansaliiussidiuudrineliiAnauilitunsaondt
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12.1.6 M133euFanmanisalilisadestuainuiuasasnsie (Learning from Information Security
Incidents)

1) fuimsdanismg msaluanuiuasasaduasauna deaduiinnnisalazifin annusiung
Uaenste Tagegedesazdosfinsandszsinnveangmsaiviinaiiinduuse alddiefaty
nendeme WeagldiZsusanummsaifiiniuuduasiountstesiud Suduliamih

12.1.7 n54AUsIUIUNENGIU (Collection of Evidence)

1) fuimsdanismgnisaliuanusiunsasndsansaume fessiusmuazdaiu ndngiumiung

viovdninamidmiunsfiundngudeddunszuiunmsmamaiiieates e wuinngnisali

ARTULLIAMNAEITBIRUNTANTUNITN N VUNEUNINTDBIRYN

RUIAN 13 UTSLAUAIUANL UAIUADAN 88T EUNAVDINITUS WS
Y, o Y] ' o a . .
IANIT LW BEAIINAINUABDLU BININITINT (Information security -

aspects of business continuity management)
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